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with Pseudo-Random tr'unctions in BB84 Scheme")

SAZETAK/ABSTRACT

Bosanski jezik:
gr,auei aa se spektar usluga dostupnih u modemim telekomunikacij skim mreZama neprestano

Siri, sigumost postaJe sve vaZnija. Istovremeno,. u eri konstantnog napretka matematike i
raduna"rstva, sigumost postojeiih kriptografskih rjesenja postaje upitna. Kvantna distribucija

kriptografskih kl.lud",ru lengl. guortu* Key Distribution, QKD) je obe6avaju6a tehnologija

,u/*1Jn. tajnih kriptogruirtfr tti"o"ua koja omoguiuje dugo odekivanu praktidnu

tnformacij sko-Teorijsko Sigumu (lTS) komunikaciju. Stopa generisanja_ kljudeva'. medutim,

;"ano.;""oa ogranidenja iiene ra5irene primjene za osiguranje protoka podataka visoke

propusnosti. Oriaj rad udt"ii.u got. pomenuto ogranidenje primjenom savr5e.no korelisanog

idubiru b-u koji ;e definisan- izlaiom pseudo-sludajnih tunkcija temeljenih na primjeni

autentifikacijskih-kodova uz funkciju za iztadu|f. sa:Zetka s kljudem (engl' keyed-Hash Message

Authentication code,HMAC). U te;riji, predloZena varijanta BB84 protokola je odlikovana ITS

sigumo56u, smanjuje zahtjev za *"rnoiiio- i smanjuje inlenzitet komunikacije tokom faze

naknadne obrade. MoZe se primijeniti u QKD mreiama s ciljem poveianja kapaciteta i

prilagodavanjem korisnicima razliditih sigumosnih potreba'

Engleski jezik:
BeJarrse tire spectrum of services available in modem telecommunication networks is constantly

"*pandi"g,securityhasbecomeincreasinglyimportant.Simultaneously,inaneraofconstantprig..r, in mathematics and computing, the security of existing cryptographic solutions becomes

queltionabte. euantum Key Distiibution (QKD) is a promising secret key agreement primitive

tirat enables loig-awaited practical Information-Theoretical Secure (ITS) communications' The

key generation iate, howeve., is one of the limitations of its widespread application to secure

hiih"throughput daia flows. This paper addresses the aforementioned limitation by employing

pelrfectly 
"6rrdut"A 

bases selection defrned by the output of Pseudo-Random Functions based on

ih" k"yld-Uurh Message Authentication Code construction. In theory, the proposed variant of

the BIi84 scheme is ITS, reduces memory requirements, and reduces communication overhead

during the post-processing stage. It can benefit QKD networks as a service by increasing

capacity and accommodating users with varying security needs'


